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Introduction

On October 1, 1980, Congress authorized appropriations
for the Securities and Exchange Commission (the "Commis-
sion") for fiscal years 1981 through 1983. 1/ 1Included in
that budget authorization was approval of fﬁﬁalng for the
Commission's Market Oversight and Surveillance System
("MOSS"). This approval required the Commission to report
to the Senate Committee on Banking, Housing, and Urban
Affairs and the House Committee on Energy and Commerce
(formerly the House Committee on Interstate and Foreign
Commerce), at, six-month intervals, on progress. under the
MOSS project, the purposes for which MOSS information is
being used, the cumulative costs of the MOSS project both to
the Commission and to the self-regulatory organizations
("SROs"), and the steps that the Commission intends to take
in each ensuing six-month period to implement the MOSS
project under the general schedule approved jointly by these
Congressional oversight committees. Specifically, in
authorizing the Commission to proceed with implementation of
MOSS through fiscal year 1983, each of the oversight
committees said:

The Commisssion will report to the Committee,
at six-month intervals, on the cumulative cost of the
MOSS project, both to the Commission .and to the
self-regulatory organizations, and on the effectiveness
of the project in enhancing the surveillance of the
securities markets. At the same time, the Commission
will report to the Committee concerning steps it plans
to take with respect to MOSS during the ensuing six

1/ Small Business Investment Incentive Act of 1980, Pub.

"7 L. No. 96-477, 94 Stat. 227 (1980). The portions of
the Act relating to the Commission's budget authori-
zation were originally reported out of Committee by the
Senate and the House of Representatives on May 15 and
May 14, 1980, respectively. See Report of the Senate
Commlttee on Banking, Housing, and Urban Affairs to
Accompany S. 2465, S. Rep. No. 96-752, 96th Cong., 24
Sess. (1980) ("Senate Report") and Report of the House
Committee on Interstate and Foreign Commerce to
Accompany H.R. 6830, H. Rep. No. 96-961, 96th Cong.,
2d Sess. (1980) ("House Report"). The Committee
reports contain identical language with respect to the
MOSS authorization.




months and the projected expenditures, and estimated
cost impact on the SROs, associated with those
steps. 2/

This report is the first of the six-month reports that
the Commission will be submitting to the Congress as the
MOSS project proceeds. '

The MOSS project was initiated in August of 1978. The
project began as a two-part study and design effort conduc~
ted for the Commission by Monchik-Weber Systems Consulting,
Inc., a private consultant with experience in designing
manual and automated systems for use in the stock and
option markets. 3/ The study examined the market surveil-
lance capabilities of the Commission and the self-requlatory
organizations and it concluded that, in view of significant
developments in the complexity, structure, and trading
volume in the securities markets, and in view of the
increasingly sophisticated product mix of the securities
markets resulting from the introduction of standardized
options trading, the Commission must improve its oversight
and surveillance capabilities. Recently, as part of the = .
fiscal year 1981 through. 1983 budget authorization process,
Congress reached a similar conclusion:

The Committee believes that the proposed MOSS
system is essential to the performance of the
Commission's traditional oversight function with
respect to the Nation's securities markets. Changes
during the past decade in the market place and the
financial community -- including greatly expanded

2/ Senate Report at 6, House Report at 3-4.

3/ On March 6, 1981, the United States General Accounting
Office ("GAO") issued a report that was critical of
particular Commission procedures followed in regard to
its contractual relationships with Monchik-Weber.
Previously the Commission had informed the GAO that it
would modify its contracting procedures in accordance
with GAO's findings. Because the GAO report does not
deal in any way with the substance of the MOSS project,
we do not bhelieve that it is necessary in this document
for us to comment upon the GAO report. ' The Commission
intends to respond to the GAO Report by May 5, 1981.
Moreover, under current plans, all contracts with
Monchik-Weber relating to the MOSS project will expire
by September 30, 1981.



market activity, increasing complexity of financial
transactions, and the development of a new mix of
financial products offered to the public have made it
clear that the Commission must modernize its
surveillance capabilities. _4/

In order to evaluate the feasibility of actually
building a system such as MOSS, the Commission initiated a
scaled-down pilot project of portions of the proposed system
in New York City in early 1980. 5/ The pilot system began
operations initially with only ten securities. Throughout
1980, and the early part of 1981, the Commission slowly
added securities from the stock and option exchanges to the
MOSS data base, and an initial set of 13 computer algorithms
designed to detect unusual trading patterns was developed,
tested, and processed with reference to this data base. By
the middle of February 1981, this initial set of 13 algo-
rithms was in place, and the system was reviewing some types
of trading activity for approximately 670 stocks and 20
option classes on a daily basis. 6/ These totals are
expected to increase slowly over the next several months as
additional stages of the MO3S project are implemented. A
summary description, in layman's language, of current MOSS
operations appears as Attachment A to this report.

_4/ Senate Report at 6, House Report at 4.

5/ The term "pilot project® may be somewhat misleading.

—-' The project is not a separate endeavor from the larger
MOSS system envisioned in the budget authorization.
Rather, it is expected that the MOSS pilot system will
evolve into the larger MOSS system. The advantage of
the pilot has been that it has given the Commission the
ability to test the system design and data collection
capabilities of MOSS on a scaled-down system using a
manageable sample of stocks and options. This has
afforded the Commission a number of benefits in the
MOSS testing stage, and because the pilot has been
designed in a manner to allow it to be transferred in
modules into the first stages of the permanent MOSS
system, some cost savings will be afforded to the
Commission in connection with the implementation of
those stages of the larger MOSS project.

_6/ By comparison, if MOSS were fully operational at this
time, the system would be reviewing trading activity in
approximately 6,500 stocks on the major stock exchanges
and NASDAQ and 274 options classes.




Activities in Conformity with the Congressional Workplan for
MOSS

In its three~year funding authorization for the
Commission, the Congress established a workplan for MOSS for
fiscal years 1981, 1982, and 1983. Under this workplan,
the Commission is authorized by Congress, during fiscal year
1981, to: (1) procure the hardware and software necessary
to transfer the MOSS pilot project to the Commission's
headquarters in Washington, D.C.; (2) begin collecting in
Washington, D.C., the clearing data that the pilot project
is already collecting in New York City from the National
Securities Clearing Corporation ("NSCC") and the Options
Clearing Corporation ("OCC"); (3) begin collecting directly
from the various exchanges data on equity trade and order
activity of option market makers; and (4) begin discussions
with the exchanges and the NASD in preparation for receiving
additional information for MOSS, including broker-dealer
quotation and trading information for market makers on
NASDAQ, the automated quotation and trading system of the
National Association of Securities Dealers, Inc.

("NASD"). 7/

A. Hardware and Software Procurement

In conformity with this Congressional schedule, the
Commission's staff has begun the procurement process to
acquire the hardware and software required to transfer
completely the operation of the pilot project to the Commis-
sion's headquarters in Washington, D.C. The staff has
drafted a Request for Proposal ("RFP") for the acquisition
of the necessary computer equipment and has obtained a dele-
gation of procurement authority from The General Services
Administration ("GSA") to acquire this equipment. Under the
terms of Bulletin No. 81-9 of the Office of Management and
Budget ("OMB"), 8/ the Commission is required to obtain an
exemption from OMB for the expenditure of funds for computer
equipment or related services. The Commission has obtained
the necessary exemption from OMB and has published a
preliminary notice of the RFP in the Commerce Business
Daily. 9/ As a result of this process, the staff

7/ Senate Report at 4, House Report at 4-5.

_8/ Memorandum from David A. Stockman, Director, OMB, to
all Executive Departments, dated January 30, 1981, Re:
Moratorium on Procurement of Certain Equipment.

9/ Commerce Business Daily, March 16, 1981, at 20.




expects to have placed orders for delivery of the
necessary equipment before the end of the current fiscal
year. 10/

The staff has also begun to produce the computer
software necessary to transfer the current MOSS pilot
system to Washington, D.C. 1In order to exercise close
control over this process, much of this work is being
performed internally by existing Commission staff members.,
Some work, however, will have to be performed by outside
consultants. Our best estimate at this time is that this
work will be completed in July of this year, at which time
the pilot system will be merged into the first stage of
the full MOSS system. Initially, the system will be
operated on the Commission's existing computer equipment,
pending delivery of the additional computer equipment for
which we have begun the procurement process. This arrange-
ment will permit the procurement of software to occur
concurrently with the procurement of computer equipment.
This overlap will also shorten considerably the time
required to transfer the system completely to the
Commission's headquarters in Washington, D.C. The
delivery of this additional equipment will be necessary,
however, to permit significant further development of MOSS
in conformity with the Congressional workplan, including
adding additional securities to the system, adding and
refining further surveillance algorithms, and receiving
the over-the-counter market data contemplated under the
workplan. 11/

B. Collection of Clearing Data at Commission
Headquarters ' '

When the system is transferred to Washington, D.C.,
it will be necessary for the Commission to begin receiving
directly at Commission headquarters cleared trade

10/ It is difficult, prior to the actual selection of a

- supplier, to determine a precise date for delivery of
the contemplated computer equipment with any degree
of certainty. Delivery dates will be influenced by
equipment availability and the backlog of orders that
exists with the supplier which is eventually selected.
In any event, we currently anticipate that this
computer equipment will be installed by January,
1982.

1ll/ Senate Report at 4, House Report at 5.




information from NSCC and OCC. Currently, such information
is delivered on a daily basis by messenger, from the NSCC
and OCC offices in Manhattan, to the MOSS project location
in Manhattan, 12/ With the transfer of the MOSS system to
Washington, D.C., however, it will be necessary to receive
cleared trade information directly at Commission headquar-
ters, either through an enlargement of the current commer-
cial courier arrangement, or through direct transmission of
such data to the Commission over telephone lines. 13/ The
eventual system to be utilized, however, will be chosen
cooperatively by NSCC, OCC, and the Commission, and it will
be the system that is the most cost-effective arrangement
for both the clearing corporations and the Commission.

cC. Receipt of Option Market Maker Stock Trading Data
(Commission Responsiveness to SRO Concerns)

Pursuant to the Congressional implementation schedule
for MOSS, the Commission began receiving, during fiscal year
1981, information regarding the underlying stock trading and
order activity of option market makers. The receipt of this
information from all of the option exchanges was delayed
until February of 1981, however, because of a variety of
reasons, not the least of which was the desire of the
Commission to be as responsive as possible to a number of
issues raised by the SROs with regard to the use and
protection of such information.

Specifically, on May 5, 1980, the American Stock
Exchange, Inc. ("Amex") wrote to the Commission staff and
raised several legal issues concerning the degree to which
the confidentiality of information being requested for
purposes of MOSS, regarding the stock trading activity of
option market makers, could be protected by the Commission

12/ OCC sends this information from its Chicagc offices to
its Manhattan offices by commercial courier on a daily
basis.

13/ A principal problem with this latter approach, however,
is the volume of data to be transmitted. For example,
at the highest reliable transmission speeds available
for standard commercial telephone lines, the transmis-
sion of data from OCC could take up to 13 hours each
day at current trading volumes. On the other hand, the
use of higher transmission speeds would require the
leasing of more costly communications lines and the use
of more expensive transmission equipment.



from unwarranted public disclosure. 14/ In its letter, the
Amex asked the Commission to consider whether stock trading
information received pursuant to MOSS could be protected
from public disclosure under the Freedom of Information Act,
5 U.8.C, §552, ("FOIA"), whether the Privacy Act of 1974, 5
U.5.C. §552a, ("Privacy Act") applied to the uses of stock
trading information by MOSS, whether the Trade Secrets Act,
18 U.s.C. §1905, was applicable to trading information
contained in the MOSS data base, and whether Monchik-Weber
Systems Consulting, Inc. (the Commission's primary
contractor on the MOSS project at the time) could be
considered a "representative" of the Commission pursuant to
Commission Rule 17a—1, 17 CFR §240.17a-1, 15/ for the
purpose of rece1v1ng and handling tradlng information from
the SROs for use in the MOSS system.

The Commission staff believed that the Amex letter
raised some legitimate policy issues concerning the
treatment of not only sensitive option-related stock trading
information in the MOSS data base, but also the treatment of
all trading information in the MOSS data base. Because of
this, and because of a desire to reassure the self-
regulatory organizations of the Commission's intentions
to protect the confidentiality of non-public trading
information, wherever possible, the Commission's staff
thoroughly studied the issues raised by the Amex letter and
presented each of these issues to the full Commission for
resolution. On November 25, 1980, the Commission sent a

14/ Letter from Richard O. Scribner, Executive Vice

T President of the Amex, to Benjamin Milk, Executive
Director of the Commission, dated May 5, 1980 ("Amex
Letter”).

15/ Rule 17a-1 provides, in part:

(c) Every national securities exchange, regi-
stered securities association, registered
clearing agency and the Municipal Securities
Rulemaking Board shall, upon request of any
representative of the Commission, promptly fur-
nish to the possession of such representative
copies of any documents required to be kept and
preserved by it pursuant to paragraphs (a) and
(b) of this section. (emphasis added)




letter to the Amex with copies to each of the other
self- rcgulatory organizations addressing the issues ralsed,
by the Amex's May 5 letter. 16/ :

First, with respect to diSclosure of trading informa-
tion contained in the MOSS data base under the FOIA, the
Commission concluded that virtually all of the information
that was not currently in the publlc domain and that was
being requested from the SROs for the purposes. of the MO0OSS
pr03ect could be withheld from public disclosure under .
various exemptive provisions of the FOIA, 1nclud1ng Sectlons
(bY(4),(6),(7)Y(A),{7)(E), and (8) of that statute. 1In
addition, the Commission committed itself to vigorously
defend any FOIA action to compel public disclosure of
sensitive trading information being used by MOSS, and to
consult with the self-requlatory organizations, pursuant to
the Commission's confidentiality procedures (17 C.F.R.
§200.83), before disclosing any non-sensitive trading _
information that no longer appeared to be confidential. 17/

The extent of the Commission's commitment to the
self-regulatory organizations to prevent the unwarranted
public disclosure of confidential trading information
furnished by the SROs to the MOSS system is perhaps best
illustrated by the following passage from the Commission's.
November 25 letter: .

As important as our belief that several exemptive

sections of the FOIA apply to the information that
will be requested of the self-regulatory organiza-
tions for MOSS purposes is the policy determination

16/ Letter from Harold M. Williams, Chairman of the

T Commission, to Robert J. Birnbaum, President, Amex,
dated November 25, 1980, at 1-2. A copy of this letter
appears as Attachment B to this Report. Copies. of this
letter were also sent to James E. Dowd, President,
Boston Stock Exchange ("BSE"), Charles J. Henry,
President, Chicago Board Options Exchange ("CBOE"), K.
Richard B. Niehoff, President, Cincinnati Stock
Exchange ("CSE"), John C. Weithers, President, Midwest
Stock Exchange ("MSE"), Gordon S. Macklin, President,
NASD, John H. Phelan, Jr., President, New York Stock
Exchange ("NYSE"), Charles E. Rickershauser, Jr.,
Chairman, Pacific Stock Exchange ("PSE"), and Elkins
Wetherill, President, Philadelphia Stock Exchange
{("Phlx").

17/ 1d, at 1-2.



that we have reached in connection with the review
of this matter to assert the available exemptions to
prevent public disclosure of privileged or confident-
ial trading information that the self-regulatory
organizations believe would: (1) compromise the
competitive position or rights of personal privacy of
market participants; (2) unnecessarily expose
operational or condition reports of financial
entities such as the SROs and their members; or

(3) disclose information regarding the investi-
gatory techniques of the SROs or actual trading
situations under review by the SROs or the MOSS
system. In that connection, the Commission will
vigorously defend any FOIA action brought by third
parties who seek to obtain the release of such
information. 18/

Second, in order to take every possible precaution
against the inadvertent release of confidential trading
information, the Commission instituted a procedure to label
automatically all computer printouts from the MOSS project
with a legend stating that confidential treatment had been
requested for information in the printout and that the
procedures of 17 C.F.R. §200.83 must be followed in response
to any request for public disclosure.

Third, the Commission concluded that the Privacy Act of
1974 would pose no problems for the storage and use of MOSS
data on a routine basis, because the Act is inapplicable to
the particular types of market information to be furnished
to the Commission by the SROs in connection with MOSS. The
Commission reached this conclusion based on the legislative
histery and the implementing guidelines for the Privacy Act
adopted by OMB. 19/ The legislative history of the Act and
the OMB Guidelines indicate that not all records concerning
natural persons fall within the purview of the Act. For

}_8'/ _I_d, at 1—2.

19/ Office of Management and Budget Privacy Act Imple-
7 mentation Guidelines and Responsibilities, 40
Fed. Reg. 28,948 (1975) ("OMB Guidelines"). The
Privacy Act specifically required the Office of
Management and Budget to adopt such guidelines. See
Privacy Act of 1974, 5 U.S.C. §552a, Pub. L. No.
93-579, §6.
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example, the Senate Report accompanying'the Privacy Act took
particular care to state that the term "individual" under
the Act should be interpreted narrowly:

to distinguish between the rights which are
given to the citizen as an individual under
this Act and the rights of proprietorships,
businesses and corporations which are not
intended to be covered by this Act. This
distinction was to insure that the bill leaves
untouched the Federal Government's information
activities for such purposes as economic
regulations. 20/

In addition, the OMB guidelines, in interpreting the
administration of the Act, also drew a further distinction
between natural persons acting in a non-commercial ‘capacity
and natural -persons performing entrepreneurial functions:

[A] distinction can be made between individuals
acting in a personal capacity and individuals
acting in an entrepreneurial capacity (e.g., as
sole proprietors) and that this definition (and,
therefore, the Act) was intended to embrace only
the former. ... Agencies should examine the content
of the records in question to determine whether the
information being maintained is, in fact, personal
in nature. A secondary criterion in deciding
whether the subject of an agency file is, for
purposes of the Act, an individual, is the manner
in which the information is used; i.e., 1s the
subject dealt with in a personal or entrepreneurial
role. 21/

Accordingly, because MOSS is intended to deal with the
trading activity of individuals, sole proprietorships,
partnerships, and securities firms who are acting in an
entrepreneurial capacity on the floors of the nation's stock
and options exchanges, the Privacy Act should not cause any
forseeable problems in implementing or operating the MOSS
system. In addition, the possibility that the Privacy Act
could pose any problem at all for the Commission is reduced
even further by the fact that, as the Commission noted in
its reply to the Amex, there are no plans to create a system
of records within the MOSS project that would be indexed by
the names or account numbers of public customers.

20/ S. Rep. No. 1183, 934 Cong.., 2d Sess. 79 (1974).

21/ OMB Guidelines, at 28,951.
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Fourth, the Comm1851on exanlned the appllcablllty of
the Trade Secrets . Act 22/ to information contained -in the
MOSS data base, and concluded. that, -although -the Act is
clearly applicable to information in .the MOSS .data base, the
provisions of the Act do not pose any particular problems;
either for the Commission or for the SROs, .in .implementing
MOSS. In short, the Prade Secrets Act-is 'applicable: to the
MOSS data base. only. with respect to information furnished to
the Commission by ‘the 8ROs: (1) which is:.within the .scope
of 18 U.S.C..§1905; (2) which is exempt from disclosure
under an exemption to the FOIA; and (3) which the Commis-
sion, notwithstanding the availability of an FOIA exemption,
seeks to disclose. ‘Because several exemptive provisions: of
the FOIA are available to the Commission to prevent public
disclosure.of information furnished to MOSS-by :the SROs, .and
because it is the . clearly stated policy of the-Commission to
prevent public disclosure ofiisuch information -in the -MOSS
data base, wherever possible, 23/ we believe that ,the pro- .
visions of the Trade Secrets:Act do not.pose.any immediate
problems for the Commission or the .SROs with regard to.
MOSS. Nevartheless, the Commission has assured the SROs
that, in the event that the Trade Secrets Act.ever becomes
an issue with regard- to-any .information im-the MOSS-data
base, the Commission will -consult.with-the SROs prior to
taking ‘any "action regardlng the treatment of such
information. 24/ T T

R I S PN -

22/ The Trade Secrets:Act imposes..criminal liability ion

7 federal ‘government employees or-officexs who disclose
business-related .information obtained 'in the course of
their duties in any manner not. "authorized by .law.? -On
the other hand,.the release of -records:that are not:
exempt under the FOIA is generally required by law, 5
U.S.C. §552(c), and therefore is generally con51derod
to be "authorized by law" within the meaning of the
Trade Secrets .Act. Accordingly,:Trade: Secrets Act
issues only ‘arise if the Commission:.considers .the
discretionary:disclosure of business-related
information. that is already subject .to -an FOIA .
exemption. - In. such cases, the Comnission must consider
whether the-information.is within.the scope 0f: 18
U.S.C. §1905, and, if so, whether the disclosure of
such information would be "authorized:by. law."

gg/ See dlscu581on supra, at 8-9; seé- also . Amex :letter, at
1-2. : S T )

24/ Amex letter, at 4.
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Finally, in response to concerns raised by the SROs,
the Commission designated Monchik-Weber Systems Consulting,
Inc., as a "representative” of the Commission for purposes
of receiving information from the SROs for use in MOSS
pursuant to Section 17(a)(l) of the Securities Exchange Act .
of 1934, 15 U,S5.C. §78(q)(1l), and Rule 17a-1, 17 CFR §240.17 :
(a)-1l. 1In addition, the Commission informed the SROs that
Monchik+Weber was obligated by contract to abide by the same
prohibitions against personal or unauthorized:use or public
disclosure of information obtained from' the SROs in-
connection with MOSS as are Commission employees and members -
of the Commission itself. 25/ ‘ :

D. Obtaining Additional Trading Information from the SROs -

In authorizing the Commissjon to proceed with MOSS
through fiscal year 1983, Congress instructed the Commission
to begin technical discussions with the SROs, in fiscal year . =
1981, regarding the mapner in which certain SRO information
files could best be provided to MOSS 1n ﬁlscal year 1982 26/~
These information flles ares v

1, NASD broker/dealer quotes;

2. NASD end of day ‘broker volume;

3. NASD broker/dealer quote drops; - o
4, Broker/dealer symbol cross:reference- files;
5. Broker/dealer security relationship flles,~‘
6. Unmatched option trades; and

7. 68RO inquiry and investigation files. 27/

During the first six months of fiscal year 1981, the
Commission's technicgl staff has begun the injtial internal
planning process relating to the eventual receipt-of this
information. Actual discussions with the SROs to resolve
the details associated with receiving this information,:

™ - n

25/ It should be noted also that such conduct testrictions

would remain binding on Monchik-~Weber after its asso-
ciation with the MOSS project had ended. ‘As stated
earlieyr, under current plans, all contracts with
Monchik-Weber relating to the MOSS project will explre
by September 30, 1981 ‘See note 3, supra. ,

26/ Senate Report at 4, House Report at 5.

27/ In referring to "NASD" information, we assume that .the

Congress means information relating to NASDAQ trading
activity.
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however, have not yet begun. These discussions will be held
during the last six months of the current fiscal year. This
schedule is compatible with the Commission's own internal
plans, because the Commission does not anticipate that the
MOSS project will begin to collect these data files from the
SROs until sometime after new computer equipment has been
installed at the Commission in the middle of fiscal year
1982. An earlier collection date for this information

does not appear feasible at this time because of constraints
that exist in the capacity of the Commission's existing
computer equipment to store and process large volumes of
additional MOSS data, without interfering with othér on-
going data processing obligations at the Commission.

When discussions are held with the SROs concerning the
eventual provision of this additional data, the Commission
will make every effort to assure that the actual process of
providing the data to the Commission will be accomplished in
a manner consistent with the needs of the Commission which
is the most cost-effective and convenient for the individual
SROs involved.

Trading Algorithms Currently Being Processed By MOSS

MOSS is currently operating with a total of 13 trading
algorithms. 28/ These algorithms are designed to indicate
automatically, and provide detailed trading histories
relating to, the following trading aberrations: 29/

1) Relatively large intra-day price movements in equity
securities;

2) Gap openings beyond a certain range in equity
securities;

3) Loss of trading continuity (relatively large price
changes on a trade-to-trade basis) in equity
securities;

28/ When MOSS becomes fully operational, approximately 40
types of trading aberrations will be monitored
automatically on a daily or periodic basis.

29/ Each of the trading aberrations listed in this section

T is indicative of one or more possible types of manipu-
lative behavior, violations of obligations to maintain
a fair and orderly market, or violations of other
Commission or SRO rules. '
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4) Consecutive plus and zero plus or minus and zero
minus ticks in equity securities;

5) Occurrence of greater than normal volatility in
individual equity securities;

6) Occurrence of less than normal volatility in indi-
vidual equity securities (especially in conjunction
with expiration dates in related options);

7) An unusually high percentage of trading volume in a
single security accounted for by one market
participant (performed for both equity and option
securities); 30/

8) An unusually high percentage of trading volume in a
single security accounted for by a relatively small
group of market participants (performed for both
equity and option securities);

9) One market participant accounting for trading volume
in an equity security that is greater than a certain
percentage of that security's float over a particu-
lar period of time; '

10) One market participant accounting for trading volume

that is greater than a certain percentage of a ‘km,aw”

particular security's trading volume over a parti- e P

cular period of time (performed for both equity and °f;,%u 5m}v
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expiring call option serigs/whose strike price is at  sev
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or near the current price’of the underlying stock, st
and who account for a significant amount of sell LJ&” s
trades or orders in the underlying stock prior to o %J4

the option's expiration (performed for options and T~ SV 2

underlying stocks); P}ﬁg» fra /i
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30/ The term "market participant" in algorithms 7-10 means ‘b‘%ng

different things in relation to trading activity in the s
stock markets and in the option markets. A market

participant in the stock markets refers to an indivi-

dual clearing firm account. A market participant in

the option markets refers to an individual market maker

or firm proprietary account, or the aggregate customer

account of a retail member firm. This distinction is

necessary because of the different manner in which

clearing information is currently being captured and

stored in the stock and option markets.
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whose strike price is at
or near the current price!of the underlying stock, . shﬁg?%iJ
and who account for a significant amount of buy G 7 e T
trades or orders in the underlying stock prior to [g;z7 - .71
the option's expiration (performed for options and\ i..% ), 147
underlying stocks); and A T
;Wa:fj‘: " P
13) Option market makers who account for a certain *$:bu%f‘
— amount of closing transactions 31/ in an option,
1F;Lnfaﬂ«Mw[nuwd following trading activity by them in the underlyfing L
o

au~u+t‘hwwﬁ )2 option position (performed for option
sw~ sR  ynderlying stocks).

/f;;ukgf stoele below Hla Z,M‘_; pu /f/“*f”*"j
%#M‘ﬂi:://’//;;: 2rmphasis of the project through the Fall of 1980

e eall, ke was placed on (1) programming of the algorlthms, (2) iden-
v oS e tificatdion and elimination of errors in the algorithms; (3)
::?““'*Ad@ refinement of the parameters of the algorithms; and (4)
uﬂﬁ$,g“ refinement and reformatting of the reports generated by the
A berf Ssystém as the requirements of the Commission's staff became
ae—awv moré apparent. By early 1981, a sufficient number of the
afﬁk Jrraes aLéorlthms had been stabilized to warrant increasing the
“faJM“L«L pumber of analysts assigned to reviewing the output from the
oﬁﬁ”‘ﬁ?’ roject. This was accomplished by reassigning existing
cﬂ?’*"‘* staff members from other functions, and spe01f1cally by
drawing upon the staff of the Commission's Office of Market
4~mﬂ“~h' Surveillance, Program Management and Options in the Division
W»A of Enforcement and the staff of the Office of Inspections,
Examinations and Surveillance in the Division of Market
Regulation.

calfs stock on the same side of the market\gi their

31/ The term "closing transaction" for option market makers

- means, in this instance, transactions that reduce or
eliminate a previously existing short or long option
position. Option market makers technically do not
effect "opening" and "closing" transactions as do other
types of option accounts, because the positions of
option market makers are automatically netted at OCC on
a daily basis.
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Policy for the Use of MOSS By the Commission

The daily output from the MOSS project is now suffi-
ciently large and useful to warrant a general Commission
policy statement on the use of MOSS data relative to the
self-requlatory process. MOSS will be used to monitor
trading activity in all significant stock and options markets
on a daily basis, with a view to identifying situations
indicative of operational problems, market manipulation and
other trading aberrations. The Commission intends to use the
MOSS system primarily in an oversight capacity to audit the
fundamental market surveillance function performed by the
self-regulatory organizations. The Commission recognizes and
strongly supports the statutory scheme of self-regulation
that contemplates substantial reliance upon SROs for market
surveillance. Neither the design nor the application of MOSS
will operate to usurp the role of SROs in directly regqulating
their members. The Commission does, however, have the direct
statutory responsibility to assure that the SROs perform
their market surveillance function adequately, thereby
contributing to the broad statutory goal of maintaining fair
and orderly markets. MOSS will enable the Commission to
conduct this critical audit function.

In practice, the Commission's MOSS policy will operate
in the following manner. While closely monitoring the
trading activities at the SROs on a daily basis through MOSS,
the Commission will continue to rely primarily on the SROs to
investigate possible trading abuses by SRO members. Where
circumstances warrant, however, the Commission staff will
conduct its own investigations, if immediate action is deemed
necessary to protect the integrity of the nation's securities
markets. The discharge of this latter independent enforce-
ment responsibility does not, and need not, operate to
undermine or conflict with the Commission's full support for
the concept of self-regulation of the securities industry.
The administration of the concept of self-regulation is a
cooperative effort involving both the Commission and the
self-regulators. This cooperative effort has worked well in
the past, and we believe that it will continue to do so in
the future.
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Policy for the Use of MOSS by the SROs

The Commission believes that, because of closer inter-
relationships among the various securities markets and the
greater complexity of financial instruments traded in those
markets, there is a need for all of the SROs to exchange
greater amounts of trading data among themselves on a-
routine basis for market surveillance and other regulatory
purposes. Recently, partly as a result of the MOSS project,
the Securities Industry Association ("SIA") and the various
SROs initiated a series of meetings to explore methods by
which greater amounts of intermarket cooperation in the
regulation of trading activities by their members could be
achieved. The Commission believes that this is a very
positive development, and it is precisely the type of
cooperative action on the part of the SROs that should
ultimately lead to better regulation of trading activities
in all marketplaces. In connection with this, the SROs in
the past have asked the Commission to permit them to use the
MOSS data base for their own regulatory purposes. In making
this request, the SROs have pointed out that some MOSS
information would be helpful to them in monitoring certain
types of activities on their own trading floors, and that
MOSS would also be particularly helpful to them in
monitoring intermarket trading activities, because the
Commission, through MOSS, is currently the only entity in
the nation which is receiving and storing detailed trading
information from all of the existing marketplaces on a daily
basis.

We agree that a significant regulatory purpose would be
served by allowing the SROs to have appropriate access to
the MOSS data base for certain purposes, and we see no
necessary conflict between the use of MOSS by the Commission
for oversight purposes, and the use of MOSS by the SROs to
improve their own internal market surveillance and regu-
latory programs. The specific programs and parameters in
use by the Commission to oversee the day-to-day performance
of the SROs could be shielded from the SROs to the extent
necessary, and the SROs could use the MOSS data base to
operate automated programs of particular interest to them.

Specifically, we believe it would be appropriate for
the Commission to explore the possibility of the SROs
eventually using the MOSS data base: (1) as a "research and
development" tool to develop and test additional automated
market surveillance programs for their own marketplaces; and
(2) as a common source of automated intermarket trading
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information from all markets. 32/ The costs of creating the
MOSS data base would, of course, be borne by the Commission
as part of the creation of the overall MOSS system, and the
Commission will also attempt to share, by way of some reason-—
able allocation, the costs of allowing the SROs to use the
MOSS system to create additional automated market surveil-
lance and other requlatory programs for their marketplaces.

Establishment of Closer Cooperation with the SROs

As part of the process by which MOSS is being inte-
grated into the Commission's overall regulatory program, the
Commission's Division of Market Regulation has assumed,
since the beginning of the fiscal year, responsibility for
coordinating Commission efforts on MOSS with the securities
industry, the Congress, and the public. 33/ .

Implementation of this new MOSS phase has involved
substantial staff efforts to strengthen lines of communi-
cation with the SROs in recognition of the sensitivities in
the securities industry with regard to the uses of MOSS.
Staff contact has included numerous discussions with the
leadership of the principal self-requlatory organizations
and the SIA. The SIA, in fact, has been asked to take a
leading role in coordinating the efforts of the SROs in
dealing positively with MOSS. In addition, on October 22,
1980, senior representatives of the Commission met in New
York City with the President and senior officials of the
American Stock Exchange, Inc., to explain the administration
and organization of the MOSS project and to answer any
questions which the Amex staff might have in regard to the
MOSS project. This meeting was followed on November 14,
1980, by a similar meeting in Chicago with the President
and senior officials of the CBOE, at which time the

32/ Routine and unrestricted access to intermarket trading
information in the MOSS data base would, of course, be
contingent upon some agreement by the SROs to allow the
sharing of this information among themselves on a
routine and unrestricted basis.

33/ See letter from Douglas Scarff, Director, Division of
Market Reqgulation, to the heads of the major self-
regulatory organizations, dated October 3, 1980. A
copy of this letter appears as Attachment C to this
report.
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Commission representatives promised to do whatever possible
to deal with the SROs' concerns regarding MOSS. 1In order to
give substance to this promise, Commission staff members
involved in these meetings with the SROs assumed a principal
role in drafting the Commission's November 25, 1980, letter
to the Amex and to the other self-requlatory organizations
regarding methods to protect the confidentiality of SRO
trading information in the MOSS data base. 34/ 1In addition,
during the annual convention of the SIA in Boca Raton,
Florida, in December of 1980, the Chairman of the Commission
and the Director of the Division of Market Regqulation made
themselves available to discuss MOSS at length with SRO
representatives.

Throughout all of these discussions, the Commission has
attempted to be as open and frank as possible with the
SROs. 35/ The Commission believes that all of these
discussions with the SROs have been positive, and we intend
to continue such activities in the future.

34/ See discussion supra, at 6-12. This letter received a
favorable response generally throughout the securities
industry.

35/ The Commission is continuing to discuss the details of

" MOSS openly with the SROs. On March 6, 1981, an
officer of the NYSE in charge of the exchange's
automated Stock Watch program, met with members of the
Division of Market Regulation to discuss proposals
which the NYSE had to improve its automated market
surveillance capability. As a part of this meeting,
the Commission staff discussed with the NYSE official
the generic types of surveillance algorithms which are
currently in use in the MOSS pilot system and which are
planned for the full MOSS system, and suggestions were
made to the NYSE as to how similar algorithms could be
adopted by the NYSE to improve surveillance capabi-
lities at the exchange. Additional meetings of this
type are planned with representatives of the other
self-requlatory organizations.
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Benefits of the MOSS Project Thus Far

The benefits to the Commission of the MOSS project,
thus far, have included: (1) improved efficiency of the
Commission's existing trade watch function; and (2) improved
ability of the Commission's SRO inspection program to
conduct surveillance inspections and to monitor possible
market performance problems in periods of unusually high
trading volume. 36/

A. Trade Watch

The Commission, for years, has had a routine trade
watch function housed within its Division of Enforcement.
This program, however, has operated at somewhat of a
primitive level, with Commission staff dependent entirely
upon commercially available quotation and last sale
information, manual Fitch sheets, 37/ and other public
sources of historical trading activity. 1In addition, the
Commission has had no routine means to digest these separate
sources of information on a daily basis to identify possible
trading aberrations in the marketplace.

36/ These improvements in the Commission's ongoing

activities should, of course, be qualified by a number
of factors, including the fact that: (1) MOSS has only
been operating in any permanent manner for the last six
months; (2) during the last six months, the system has
been monitoring on the average only approximately 10%
of the stocks and options which will be contained in
the full system; (3) because of a desire on the part of
the Commission to be as responsive as possible to
several legal issues raised by the SROs, some surveil-
lance algorithms have been implemented completely only
within the last eight weeks; and (4) the system is
currently operating with only about 25% of the surveil-
lance algorithms which will be employed under the full
system.

37/ "Fitch Sheets" are printed listings of information

contained on the various transaction tapes of major
securities exchanges. They are produced by Francis
Emory Fitch, Inc., of New York.
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The MOSS project, however, has improved the Commis-
sion's trade watch program in two ways. First, the MOSS
computer system automatically scans a substantial amount of
trading information from several markets on a daily basis
and automatically identifies for Commission staff members
those instances of questionable trading activity which may
deserve closer scrutiny by the Commission. Second, the MOSS
computer automatically gathers and appends to each trading
alert report detailed automated trading and clearing infor-
mation necessary for a Commission analyst to review the
alert. This "consolidated format" technique has signifi-
cantly reduced the time required by Commission analysts to
review particular trading situations in the marketplace.

It also has made it possible for Commission analysts to
discard quickly those alerts which can obviously be explain-
ed by the detailed trading information supplied on the
report, and to concentrate their energies only on truly
meaningful trading situations.

When situations are identified which appear to involve
the trading activities of SRO members, the appropriate SRO
will ordinarily be contacted to determine whether its
surveillance system also has identified the same conduct,
and, if so, what the SRO is doing about it. 38/

B. Inspections

One of the most significant positive impacts of the
MOSS project, thus far, has been on the Commission's SRO
inspection program. Currently, two branches within the
Office of Inspections, Examinations and Surveillance of the
Division of Market Regulation conduct periodic on-site
inspections of the capabilities of the various SROs to
detect and prosecute known forms of trading fraud on the
floors of the stock and option exchanges, and on NASDAQ.

38/ Recently, the Division of Market Regulation has begun
- reviewing and working with the output of the project on
a regular basis. This has increased the Division's
detailed understanding of specific types of trading

strategies in both the stock and the option markets,
and it should not only enhance the oversight function
of the first stages of the MOSS project, but it should
also assist the Division in dealing effectively with
various rule change proposals and other regulatory
items involving complex trading matters on the nation's
stock and option exchanges.
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In the two years since it was created, the inspections
program has been very successful, and it has identified a
number of specific surveillance and operational difficulties
at the various SROs.

1. Inspections Dealing With SRO Surveillance Techniques

Since the implementation of the MOSS pilot program,
the Commission's inspections staff has begun to use the MOSS
data base to identify particular types of problems at parti-
cular SROs and to conduct very detailed advance preparation
on these problems prior to actually visiting an SRO. Cases
in point are two recent inspections of the stock/option
surveillance programs of the Amex and the CBOE conducted
during February of this year.

Specifically, toward the end of January 1981, Commis-
sion staff members began to notice that option market maker
stock trading and order information used in the basic
stock/option manipulation surveillance programs of the Amex
and the CBOE and supplied to the Commission by both ex-
changes on a daily basis, 39/ appeared incomplete and '
inconsistent when subjected to close scrutiny. Accordingly,
inspections staff members were assigned to review daily
printouts of the stock trade and order files of the two
options exchanges, and a number of problems with the
information on these files immediately became apparent. The
Commission's inspection staff noted all of the deficiencies
appearing in each day's data, and categorized the possible
reasons for such deficiencies. 1Inspection dates were
arranged at each exchange for the middle of February, and,
during the period prior to each inspection, the Commission
staff continued to compile lists of deficiencies on the
reports in some detail.

On February 18-19 and 25-26, 1981 respectively, the
Commission conducted on-site inspections of the effective-
ness and accuracy of the stock/option surveillance programs
of the CBOE and the Amex. Special audits of exchange,
market maker, and clearing firm records relating to option
and underlying stock trading activities were conducted, and
the reasons for each type of data deficiency noted previous-
ly on the MOSS printouts were documented. Interviews
concerning these deficiencies were conducted with senior

39/ Both the Amex and the CBOE supply automated information
to the MOSS project on a daily basis concerning the
underlying stock trade and order activity of their
option market makers.
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exchange officials, and specific methods to remedy the
problems were suggested by the Commission staff. On March 5
and March 10, 1981 respectively, deficiency letters were
mailed to the Amex and the CBOE memorializing the results of
each inspection.

Both inspections were among the most precise, most
productive, and least costly 40/ surveillance inspections
conducted by the Commission in some time. Most of the
analytical work of the inspection teams had been accomp-
lished through detailed review of MOSS printouts prior to
the time that the inspection teams actually arrived at each
exchange. The purpose of both inspections was largely to
document the reasons for what had been noticed earlier
through MOSS. 1In addition, because of the specificity of
the examination processes made possible by the prior review
of MOSS information, both inspections were perhaps the least
disruptive inspections to the SROs conducted by the Commis-
sion in some time, and the period of time between the com-
pletion of each inspection and the receipt of a Commission
deficiency letter by each SRO which was inspected was
substantially less than normal.

2. Inspections Dealing with the Possible Occurrence
of Trading Violations

Specialists on national securities exchanges are
charged with statutory obligations to maintain fair and
orderly markets. 41/ Specifically, this means that
specialists are required to maintain adequate depth and
continuity of trading in their assigned securities in
difficult market situations, and that it is a violation of
exchange rules and of the Securities Exchange Act of 1934 to
allow an assigned security to rise or fall precipitously.

Two indications of possible poor specialist performance
in a difficult market are "gap openings" and poor price
continuity. A gap opening occurs when a security's opening
price differs substantially from the previous day's closing

40/ Each inspection was completed in approximately 1-1/2
days, including exit interviews with exchange staff,

41/ Section 1ll(a)(2) of the Act and Rule 11lb-1 thereunder,
2 Fed. Sec. Laws (CCH) ¢4l15,441, 21,001.
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price for the same security. 42/ Poor price continuity is
the occurrence of successive trades in a security at
relatively large price differences. Algorithms currently
being run by MOSS automatically log instances of gap
openings and poor price continuity in stocks within the
system's data base. On November 5, 1980, and on January 7,
1981, 43/ heavy trading volume and relatively wide price
swings occurred in a substantial number of securities traded
on the nation's stock markets. For both of these trading
sessions, MOSS produced an unusual number of gap openings
and continuity alerts for stocks being monitored by the
system. 44/ '

On January 7, 1981, 20 of one exchange's securities
being monitored by MOSS gapped down more than 13% on the
opening trade of the day. Eight securites on this exchange
also showed possible continuity problems. On another
exchange on January 7, 1981, MOSS identified possible gap
opening and/or continuity problems in 43 separate securities
being monitored by the system. In addition, on November 5,
1980, MOSS identified a total of 57 potential price and/or
continuity problems on these two exchanges. On both of
these trading days, many of the stocks involved in gap
openings on both exchanges opened at either the high or low
price for the day, and then eventually returned to prices
which were relatively near the previous day's close. 45/

42/ It is one of the functions of a specialist to establish
an equitable opening price for each security assigned
to him.

43/ November 5, 1980, was the date following the 1980 pre-

" sidential election, and January 7, 1981, was the date
upon which the markets declined significantly following
sell recommendations by Joseph Granville, a well-
known investment advisor and market analyst.

44/ On that date, MOSS was monitoring approximately 600
stocks.

45/ The fact that MOSS identified a number of possible gap

-— opening and price continuity problems for these two
trade dates does not mean necessarily that performance
violations occurred. The purpose of the MOSS gap
opening and price continuity algorithms is to flag
trading situations for further review by the Commis-
sion staff to assure that SROs have acted appropriately
in responding to such situations.
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Consistent with the oversight purposes of MOSS, the
Commission's inspection staff selected a total of 17 trading
instances from both trade dates for discussion with the
first exchange's staff, and a total of 14 trading instances
from both trade dates for discussion with the second exchange's
staff. 46/ The exchange staffs described their activity on the
dates in question, and provided additional facts which ‘formed a
more complete picture of the specialist activity identified by
MOSS. It was determined that the first exchange had removed a
stock from one of its specialist firms for poor performance
related to gap openings which occurred on that exchange in
that security on January 7 and 8, 198l1. The exchange '
decided, however, that none of the other instances in its
stocks identified by MOSS on those trade dates and discussed
with Commission staff members required further investiga-
tion. In our discussions with the staff of the second
exchange, it was determined that the exchange had initiated
formal investigations regarding possible specialist
performance problems in 31 stocks on these two trade dates.

On the other hand, it was determined that several instances
of possible specialist performance problems identified by
MOSS on these trade dates were not pursued by the exchange
staff beyond the initial inquiry stage. 1In addition, most
of the investigations regarding possible poor specialist
performance on these two trade dates on that exchange were
still open at the time the exchange was contacted by the
Commission staff.

Because it is impossible, without further work at both
exchanges, to determine whether the staffs of these ex-
changes acted appropriately in dealing with the possible gap
opening and continuity problems which occurred on their
exchanges on November 5, 1980, and January 7, 1981, a review
of these issues will be scheduled as part of upcoming Commis-
sion inspections. The availability of MOSS information in
Washington, D.C., however, will make it possible for these
inspections to be much more precise in nature, and to include
review of trading instances for which SRO action was termin-
ated at the initial inquiry stage as well as those instances
for which substantial SRO investigatory files are available.

VIII. Costs of MOSS Thus Far to the SROs and the Commission

A, Costs to the SROs

The Commission is very mindful of keeping the cost impact
of the MOSS project to the SROs at a minimum. As part of this

46/ The staff selected the largest gap openings and
apparent continuity problems for this review.
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effort in March of this year, the staff of the Commission
contacted all of the self-regulatory organizations currently
affected by MOSS and asked them to provide to the Commission
the total incremental costs which they had incurred because
of MOSS in the first six months of MOSS operations (October 1,
1980 -~ March 31, 198l1). In addition, the Commission staff
asked the SROs to provide an estimate of the costs of MOSS to
their operations during the ensuing six-month period. The
reports which were received back from the self-regulators are
as follows:

COST TO SROs

Oct. 1980 - Mar. 1981 April 1981 - Sept. 1981

(Actual) (Projected)
NYSE -0 - | - 0 -
Amex 2,325 882
CBOE 5,484 5,484
PSE 3,280 7,468
Phlx 5,224 , 22,475 47/
NSCC 900 » 900
oCcC 9,375 11,000
Total $26,588 $48,209

After examining the cost reports from the self-regula-
lators, we are satisfied that the actual incremental costs
of MOSS are running at levels which are at or below those
projected by the Commission for the system at this stage of

47/ This item includes a one-time programming cost at the

P" Phlx to automate its processing of underlying stock
trades and orders of option market makers. The Phlx is
effecting this change voluntarily to increase the
efficiency of its requlatory program concerning
stock/option manipulation.
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its development. 48/ 1In fact, considering the relative size
of these costs and the routine budgets of each of the SROs
and their subsidiary securities information processing and
clearing corporations, the costs of MOSS to these organi-
zations are running at relatively low levels. 49/ Both the
Commission and the SROs believe, however, that eventually
MOSS will cause some additional costs to the SRO community.
It is not expected, however, that these costs will be
unreasonable, given the overall size of the SROs with

which we will be dealing, or that such costs will rise

48/ As part of the Congressional authorization process last

- year, the Commission estimated that the first year
start-up and operational costs of MOSS to the SROs as a
whole would be approximately $90,000. This cost level
was also deemed to be "reasonable" for the first year
of MOSS operation by Congress. See Senate Report, at
7. In addition, as can be seen by the SRO cost figures
on the previous page, the costs of MOSS to the SROs
during its first year of operation are running at
levels which are significantly below those deemed
reasonable by Congress as part of the Congressional
authorization process.

49/ For example, the annual operating budget of the CBOE is

- approximately $23,000,000, and therefore, the incre-
mental costs to this exchange which are directly
attributable to MOSS account for only approximately
.05% of the exchange's operating budget. Similarly, at
the Amex and PSE, costs of MOSS account for approxi-
mately .008% and .05% respectively of the budgets of
those exchanges. At the Phlx, even including its
one-time programming costs not directly required by
MOSS, the expenses of the exchange possibly related to
MOSS account for only .49% of the exchange's budget.
The costs of MOSS to OCC and NSCC for the current
fiscal year are similarly small, with MOSS expenses
accounting for .29% and .006% of those organization's
budgets respectively.
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substantlally 50/ In any event, the Commission will
attempt in the future, as it has in the past, to reduce the
costs and inconvenience of MOSS to the SROs to a minimum.

B. Costs to the Commission

The Commission's start-up costs for the MOSS project
for the first six months of the current fiscal year are
$820,758, with the largest share of this being allocated to
one-time costs associated with obligating the funds
necessary to acquire the project's computer equipment. 51/
The project costs for the second half of the current -
fiscal year are budgeted at $939,242, with the largest share
of this total being allocated to one-time costs associated
with producing and testing the software necessary to install
the new computer equipment, and to transfer the current MOSS
pilot operation from New York City to Washington, D.C.

In order to reduce costs and to retain as much control
as possible over the technical tasks associated with the
establishment of the permanent MOSS system, the Commission

50/ For example, even though MOSS currently is reviewing on
a daily basis only approximately 10% of the available
stocks and options which are traded in the nation's
marketplaces, the SROs are currently supplying to the
project in automated form most of the information which
the Commission will need to implement the entire
project. In fact, MOSS is currently receiving detailed
trading information on all NYSE and Amex equity
securities and all listed options on the four option
exchanges on a dally basis, and the costs to the SROs
of providing this information should not increase
significantly as the project grows.

51/ A description of the MOSS budget showing major
categories of expenditures for the project for fiscal
year 1981 appears as Attachment D to this report.
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has reassigned several of its existing data processing
employees to the project on a full-time basis. Accordingly,
some of the programming necessary to transfer the MOSS pilot
operation to Washington, D.C. and to start up the new
computer equipment can be accomplished by these existing
Commission employees.

Tasks to Be Accomplished During Next Six-Month Period

Throughout the text of this report, we have discussed
the items which the Commission staff expects to accomplish
in the MOSS project over the next six months. It may be
useful for the Committee, however, for us to summarize these
items once again.

Items to be completed during the next six-month
reporting period (April - September 1981):

o Transfer existing MOSS pilot operation from New York
City to Commission headquarters. (Estimated com-
pletion date - July 1981).

o Add additional stocks and options to the MOSS data
base. (Estimated completion date - September 1981).

o Add additional surveillance algorithms to the MOSS
data base. (Estimated completion date - September
1981).

o Initiate discussions with relevant SROs regarding
obtaining existing SRO information relating to
broker~dealer symbol cross reference and security
relationship files, and SRO inquiry and investi-
gation files for possible floor violations.
(Initiation date - July 1981).

o Initiate discussions with the NASD relating to
obtaining and processing NASDAQ data as part of the
MOSS system, and initiate discussions with option
exchanges relating to obtaining and processing
reported and unmatched trade information.
(Initiation date - July 1981).
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o Complete procurement process for MOSS computer
hardware. (Estimated completion date - August
1981).

All of these work items and détes are consistent with
the overall project implementation schedule established by
the Congressional oversight committees.

During the next six-month period, we do not intend to
add to the system any additional information to be provided
by the SROs. Accordingly, costs of the system to the SROs
should not increase for this reason during the next
reporting period. 52/

Conclusion

We hope that this report has been responsive to the
wishes of the Committee. The MOSS project is an ambitious
undertaking for the Commission and its success will ulti--
nately depend on close cooperation among the Commission, the
various SROs, the SIA, and the Congress. If the Committee
has any questions concerning the text of the report or the
operation of the MOSS system itself, please do not hesitate
to contact the Commission staff through Matthew Schneider,
Director of Legislative Affairs, at (202) 272-2500.

52/ A schedule for discussing overall MOSS information
requirements with the SROs and for actually receiving
such information from the SROs appears as Attachment E
to this report.
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Attachment A

SUMMARY DESCRIPTION OF THE MOSS PILOT PROJECT

1. Scope

In contrast to the full MOSS design, which provides for
some real-time _1/ and on-line _2/ analysis functions, the
pilot phase of MOSS is being operated on an off-line basis,
using batch 3/ processing and analyses of daily trading
activity. 1In addition, because of computer capacity limita-
tions, trading activity on the regional stock exchanges and
transactions in NASDAQ securities are not currently being:
analyzed by the MOSS pilot project.

2. Location

The MOSS pilot system is currently physically located
at the offices of Monchik-Weber in New York City. The pilot
system's programs are being run on a Tandem mini-computer,
and hard copy reports are transmitted to the Commission on a
daily basis. As the current facilities manager for the MOSS
pilot project, Monchik-Weber is responsible for collecting
and processing all of the individual data inputs required
for the system and producing the automated analytical
reports that are currently prescribed by the system.

3. Data Collection and Entry

Data input items that are collected and entered on a
same-day basis include: (1) all quotation and trading
information for each trading session relating to all stocks
listed on the New York Stock Exchange, Inc. ("NYSE") and
the American Stock Exchange, Inc. ("Amex"); (2) all
quotation and trading information for each trading session
relating to all options listed on the nation's four option
exchanges; _4/(3) data that is entered into the MOSS

1/ "Real-time" processing means the ability to process and
collect information related to particular events as
those events are occurring.

_2/ "On-line" processing means the ability to interact
currently with an automated data base containing
information which was collected and stored previously.

_3/ "Batch" processing means the ability to receive reports
on a delayed basis, by applying fixed computer programs
to an automated data base which was collected and
.stored previously.

_4/ standardized options are currently traded on the
Chicago Board Options Exchange, Inc. ("CBOE"), the
Pacific Stock Exchange, Inc. ("PSE"), the Philadelphia
Stock Exchange, Inc. ("Phlx"), and the Amex.



system on a daily basis by Monchik-Weber regarding the
underlying stock trades and orders of option market

makers; _5/ and (4) data that is entered into the MOSS
system on a daily basis by Monchik-Weber regarding routine
maintenance for the system's security master file, dividend
file, and broker identification file.

Data input items that are collected and entered on a
delayed basis include: (1) all cleared stock transactions
for each trading session which are cleared through the
National Securities Clearing Corporation ("NSCC"); and (2)
all option transactions for each trading session which are
cleared through the Options Clearing Corporation ("OCC").
Options data is processed on T+3 (trade date plus 3) and
stock data is processed on T+5 (trade date plus 5).

4. Data Processing

All of this data is processed automatically by programs
within three basic subsystems which comprise the MOSS pilot
system: (1) the Transaction Collection Subsystem; (2) the
Data Base Subsystem; and (3) the Trading Alert Subsystem.

a. Transaction Collection Subsytem

The Transaction Collection Subsystem processes and
enters basic ticker information into the pilot project data
base. Trade and guote reports for all stocks contained on
Tape C of the Consolidated Tape Association 6/ and all
trade and quote reports for all listed options are collected
and entered into the pilot data base on a real-time basis,
and a tape is produced for batch processing at the end of
the day by the MOSS pilot system. After the end of each
trading session, the pilot computer extracts from this tape
those trades and quotes that relate to securities which are
currently within the scope of the pilot project. As this
data is being extracted, each trade and quote is automati-
cally checked for errors, and summaries are created which

_5/ The Amex and the CBOE provide the underlying stock
trade and order information to the pilot in automated
form on a daily basis. The PSE and the Phlx currently
provide this information to the pilot in manual form,
although there is some indication that both exchanges
may shortly automate their internal processing of
information relating to the trading activity of their
option market makers in underlying securities.

_6/ This Tape contains the price, volume, and time of trade
report for all trades involving stocks listed on the
NYSE and the Amex, regardless of whether the trades
occurred on these exchanges or on one of the regional
stock exchanges.



reflect the open, high, low, close, and cumulative trading
volume for each security, according to the exchange on which
the transaction occurred. At the completion of this
validation and summarization process, each transaction is
entered into a daily file in the pilot data base, and
summary records which are produced for all securities are
entered into a daily price/volume summary file. 1In
addition, hard copy reports are produced reflecting these
summaries, trade cancellations and other corrections to
ticker data, and transactions rejected by the system.

b. Data Base Subsystem

The Data Base Subsystem performs internal maintenance
of the various data files in the pilot system, monitors file
growth, and controls the entry and exit of information in
these data files. Daily entries of maintenance information
to security master files, dividend files, and broker
identification files are processed through a batch program
that validates the data and updates the file to which it
pertains. As part of this process, daily information
regarding the underlying stock trades and orders of option
market makers is also entered into the pilot system's data
base. 1In addition, maintenance logs, internal audit
reports, and summaries of daily maintenance activities are
automatically produced. These reports are used by the
facilities manager of the MOSS pilot to maintain adequate
processing control over the pilot operation on a day-to-day
basis.

c. Trading Alert Subsytem

The Trading Alert Subsystem performs the analytical
functions necessary to produce, on a batch basis, exception
reports that identify unusual trading patterns in the stock
and option markets. Each specific analysis of the trading
and clearing data utilizes a set of adjustable computer
algorithms. 7/ These algorithms have been developed by the
Commission staff and they represent automation of several
manual techniques which previously have proven successful in
identifying unusual trading situations in the stock and
option markets.

* * *

A schematic representation'of the current pilot oper-
ation appears on the next page of this attachment.

_7/ All MOSS algorithms are adjustable. A more detailed
discussion of the types of algorithms currently being
operated under the pilot system appears in the text of
the report, at 13-15.
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Attachment B

SECURITIES AND EXCHANGE COMMISSION
WASHINGTON, D.C. 20549

November 25, 1980

‘Mr. Robert J. Birnbaum
President" ‘

American Stock Exchange, Inc.
86 Trinity Place

New-York, New York 10006

Dear Bobs

On May 5, 1980, Richard 0. Scribner, Executive Vice Presi-
dent of the American Stock Exchange ("Amex"), wrote to Ben Milk,
Executive -Director of the Commission, raising several issues
concerning the degree to which the confidentiality of securities
trading information being requested for the Commission's pro-
posed Market Oversight and Surveillance System ("MOSS") could
be protected from public disclosure. This matter has been re-
viewed by the entire Commission, and this letter represents the
Commission's views on the issues raised in Mr. Scribner's letter.
¢ The Commission has determined that virtually all of the
securities trading information which is now being requested
from ‘all of the self-regulatory organizations for purposes of
the MOSS project and -which is not currently in the public domain
can be withheld from public disclosure under several sections
of the Freedom of Information Act ("FOIA"), 5 U.S.C. 552.
Specifically, we believe that the exemptions afforded by sub-
sections (b)(4), (6), (7)(E), and (8) of 5 U.S.C. 552 are
available to the Commission to exempt from public disclosure
the type of non-public daily trading information being furnished
to MOSS for surveillance and regulatory purposes. In addition,
depending upon the use of such information once it is received
by the Commission, other exemptive portions of the FOIA, parti-
cularily subsection (b)(7)(A), may become available in particular
situations. While some of the information received from the self-
regulatory organizations may not retain its confidential nature
indefinitely, the Commission will, of course, make such judgments
on a case-by-case basis, if an FOIA request is received. As
discussed below, however, the Commission will take affirmative
steps to protect such information from public disclosure upon
its receipt and, consistent with current confidentiality pro-
cedures (17 CFR 200.83), will consult with the self-regulatory
organizations before disclosing any information that appears
to be no longer confidential.

As important as our belief that several exemptive sections
of: the FOIA. apply. to the information that will be requested
of the self-regulatory organizations for MOSS purposes is the
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policy determination that we have reached in connection with

the review of this matter to assert the available exemptions

to prevent public disclosure of privileged or confidential trading
information that the self-regulatory organizations believe would:
(1) compromise the competitive position or rights of personal
privacy of market participants, (2) unnecessarily expose oper-
ational or condition reports of financial entities such as the
SROs and their members; or (3) disclose information regarding

the investigatory technigques of the SROs or actual trading
situations under review by the SROs or the MOSS system. In that
connection, the Commission will vigorously defend any FOIA action
brought by third parties who seek to obtain the release of such
information.

The May 5, 1980 letter from Mr. Scribner also raised the
issue that the Commission's then proposed confidentiality pro-
cedures may not be appropriate for information submitted to the
Commission on magnetic tape or through other electronic media
and then reduced to printed computer documents. In addition,

Mr. Scribner stated that since the computer printouts would not
contain the confidentiality markings contemplated by the pro-
visions of 17 CFR 200.83, information contained on such documents
might be inadvertantly released. We have reviewed these concerns,
and have determined that the confidentiality procedures recently
adopted by the Commission are sufficiently broad to encompass

the treatment of automated trading information. In order to be
as responsive as possible to the Amex concerns regarding the
marking of computer printouts so as to protect information .for
which confidential treatment has been requested, however, the
Commission will automatically legend all MOSS printouts containing
such information with the statement that confidential treatment
has been requested for information contained on such printouts

and that the procedures of 17 CFR 200.83 must be followed regarding
any reguest for public disclosure.

Mr. Scribner also asked that the Commission clarify the
applicability of the Privacy Act of 1974, 5 U.S.C. 552a, to
information contained in the MOSS system relating to the trading
activities of market professionals. We have reviewed this matter
and have concluded that the Privacy Act is inapplicable to such
information furnished by the SROs in connection with MOSS. An
“individual," for purposes of the Privacy Act, is "a citizen
of the United States or an alien lawfully admitted for permanent
residence.” 5 U.S.C. 552a(a)(2). The legislative history and
the implementing guidelines adopted by the Office of Management
and Budget ("OMB") 1/ indicate that not all records concerning

1/ office of Management and Budget Privacy Act Implementation,
Guidelines and Responsibilities, 40 Fed. Reg. 28,948 (1975)
[hereinafter cited as "OMB Guidelines"]. The Privacy Act
required the Office of Management and Budget to adopt such
guidelines. See Privacy Act of 1974, Pub. L. No. 93-579, §6.
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natural persons fall within the purview of the Act. The Senate
Report concerning the same sections of the Act states that the
term "individual®” should be interpreted "to distinguish between
the rights that are given to the citizen as an individual

under this Act and the rights of proprietorships, businesses,
and corporations which are not intended to be covered by this
Act. This distinction was to insure that the bill leaves un-
touched the federal government's information activities for
such purposes as economic regulations.” 2/ The legislative
history of the Privacy Act, thus, seems to distinguish between
records pertaining to natural persons that are covered by the
Act, and records concerning business entities that are outside
the scope of the Act.

The OMB guidelines, in interpreting the administration of
the Act, alsoc draw a further distinction between natural per-
sons acting in a non-commercial capacity and natural persons
performing entrepreneurial functions:

“[A] distinction can be made between individuals
acting in a personal capacity and individuals
acting in an entrepreneurial capacity (e.g., as
sole proprietors) and that this definition (and,
therefore, the Act) was intended toc embrace only
the former. * *¥* * Agencies should examine the
content of the records in gquestion to determine
whether the information being maintained is, in
fact, personal in nature. A secondary criterion
in deciding whether the subject of an agency file
is, for purposes of the Act, an individual, is
the manner in which the information is used; i.e.,
is the subject dealt with in a perscnal or entre-
peneurial role.” 3/

The Commission believes that such information would per-
tain to those persons functioning in an "entrepreneurial”
rather than "personal"” capacity; and hence, the use of such
information by MO0OSS would not be within the scope of the Act.
Accordingly, we believe that the Privacy Act is inapplicable
to information relating to the trading activities of market
professionals furnished to the Commission by the SROs for the
purposes of MOSS. In addition, it should be noted that cur-
rently there are no plans to create systems of records within
the MOSS system which would be indexed according the names
or account numbers of public customers.

2/ S. Rep. No. 1183, 93rd Cong., 2d Sess. 79 (1974).

_3/ oMB Guidelines, supra, note 19, at 28,951.
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The Commission was also asked to clarify the applicability
of the Trade Secrets Act, 18 U.S.C. 1905, to information con-
tained in the MOSS data base. The Trade Secrets Act imposes
criminal liability on federal government employees or officers
who disclose business-related information obtained in the course
of their duties in any manner "not authorized by law." On the
other hand, the release of records that are not exempt under the
FOIA is required by law, 5 U.S.C. 552(c), and therefore generally
is considered to be "authorized by law" within the meaning of the
Trade Secrets Act. Accordingly, if the Commission were to con-
sider the discretionary disclosure of business-related information
that is subject to an FOIA exemption, it must consider whether
the information is within the scope of 18 U.S.C. 1905, and, if so,
whether the disclosure of such information would be "authorized
by law."” .

It appears, therefore, that the Trade Secrets Act will
become applicable to the MOSS data base only with respect to
information furnished to the Commission by the SROs: (1) which
is within the scope of 18 U.S8.C. 1905; (2) which is exempt from
disclosure under an exemption to the FOIA; and (3) which the
Commission, notwithstanding the availability of an FOIA
exemption, seeks in its discretion to disclose. Because the
policy of the Commission with regard to the entire MOSS data
base is to prevent public disclosure under the FOIA of any in-
formation obtained from the SROs for which a FOIA exemption
exists, however, the provisions of the Trade Secrets Act do not
raise immediate concerns. In the event that a situation does
arise in which the Commission, after consultation with the SROs,
seeks to disclose information under the FOIA for which an FOIA
exemption is available, the Commission would fully consider
whether such a disclosure would be prohibited by the Trade Secrets
Act.

The exchange's May 5, 1980 letter also asked the Commission
to clarify the position of Monchik-Weber Systems Consulting, Inc.
("Monchik"”) in receiving securities trading information to be
used in the MOSS system. Accordingly, we are designating Monchik
as a "representative" of the Commission for purposes of receiving
information for use in the MOSS system pursuant to Section 17(a) (1)
of the Securities Exchange Act of 1934, 15 U.S.C. 78gq(l), and
Rule 17a-1(c), 17 CFR 240.17a-1(a), thereunder. In addition, it
is important to note that Monchik is obligated by contract to
abide by the same prohibitions against personal or unauthorized
use or public disclosure of any information obtained from the
SROs in connection with MOSS, as are Commission employees and
members of the Commission itself.
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Finally, Mr. Scribner's letter states that the costs of com-
pliance with the Commission's March 13, 1980 letter may be sub-
stantial. The Commission's technical staff has reviewed this
statement, and based upon the results of that review we have
concluded that any costs which may be associated with compliance
with our March 13 letter are negligible, and certainly not dis-
proportionate to costs which are now routinely assumed by all
of the SROs to comply with various regulatory requests made of
them on a periodic basis. The MOSS system is part of the
Commission's overall regulatory program, and the SROs must be
prepared to assume reasonable costs of providing to the Commission
information which is necessary to permit the Commission to ac-
complish its responsibilities under the federal securities laws.
If, however, at any time, as the MOSS project proceeds, you
believe that the costs of providing particular trading information
to the Commission for use in the MOSS system are disproportionate
to those which you could reasonably be expected to assume in
fulfilling your normal regulatory responsibilities, we will be
pleased to discuss these items with you.

I hope that this letter has helped resolve the issues that
have been raised in previous correspondence between the exchange
and the Commission's staff. If you have any further questions
regarding any of the items discussed in this letter, please
contact Douglas Scarff directly ?E/igoz) 272-3000.

wWilliams

cc: James E. Dowd
Charles J. Henry
Gordon S. Macklin
K. Richard B. Niehoff
John J. Phelan, Jr.
Charles E. Rickershauser, Jr.
John G. Weithers
Elkins Wetherill






Attachment C

SECURITIES AND EXCHANGE COMMISSION
WASHINGTCN, D.C. 20549

DIVISION OF
MARKET REGULATION

October 3, 1980

[To the head of each SRO]

Dear

As the Commission enters fiscal year 1981, work has already
commenced on the next phase in the development of our Market
Oversight and Surveillance System ("MOSS"). In accordance with
the Commission's plan to integrate MOSS into its overall regula-
tory program, the Division of Market Regulation will now assume
responsibility for coordinating the Commission's efforts on MOSS
with the securities industry, the Congress and the public. This
function will be performed by the Division's Office of Inspec-
tions, Examinations and Surveillance, with John Larouche taking
principal operating responsibility for MOSS coordination.

As the MOSS program moves from the drawing board to pilot
operation and develops into a full scale in-house system, it
"continues to be a collective and cooperative effort involving a
number of Commission units. 1In this regard, the Commission is
most fortunate in having recruited Wayne Ginion to its staff to
create a new industry systems unit within our data processing
area. Mr. Ginion, formerly associated with Monchik-Weber, will
provide the Commission with valuable in-house systems expertise
for MOSS implementation. 1In addition, the MOSS project will
continue to benefit from extensive participation by the Division
of Enforcement, particularly with respect to market surveillance,
as well as the Office of the Executive Director, primarily with
respect to procurement policy.

The successful implementation of MOSS is a crucial element
in the Commission's continuing market regulation oversight pro-
gram. Accordingly, I am committed to working in close consulta-
tion with the self-regulatory organizations to assure that MOSS
is established and operated in a manner consistent with the best
elements of traditional self-regulation and mutual cooperation.
Toward this end, John Larouche and Wayne Ginion will be con-
tacting each of the self-regulatory organizations over the next
several weeks to plan for the delivery of securities trading
information to the MOSS system in accord with the schedule agreed
upon by the industry, the Commission and Congressional oversight
committees in May of this year. 1In addition, because I perceive
the MOSS project as an integral part of the overall regulatory
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- program of this Division, I personally will be very much involved
in this effort over the weeks and months ahead. 1In doing so, I
expect to establish a close working relationship with each
participating SRO concerning the progress of MOSS.

Once the Commission staff has established initial contact
with your organization regarding the activities to be undertaken
during the implementation phases of MOSS, it may be useful for us
to sit down and explore any concerns you may have with particular
details of the project in the context of your self-~regulatory
program. I am confident that, working together to assure the
successful implementation of the MOSS project, the quality of
self-regulation throughout the securities industry will be
enhanced. I look forward to your counsel and coeperation.

Sincerely,

Douglas Scarff
Director



MOSS PROJECT EXPENSES

One—time Costs

Computing Equipment

- Transaction Collection

- Data Base/Batch Procurement
Software Development
Implementation, Training,

Documentation, Project
Expenses

Operating Costs

Personnel
Non~Personnel
Qutside Services
Consolidated Ticker

Service

MOSS Pilot in
New York (Oct—~Sept)

Total

Attachment D

FY 1981

October 1980~
March 1981

250,000*
350,000*

-0~

58,560

6**

64,680

97,518

820,758

*  Punds committed upon issuance of RFP.

April-September
1981

600,000

189,126

2**

64,680

85,436

939,242

1,760,000

** personnel assigned to MOSS pilot — no new funding required.
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SCHEDULE FOR RECEIPT OF SRO INFORMATION

TARGET ESTAB- FISCAL YEAR OF MOSS DEVELOPMENT /IMPLEMENTAT

ORGANIZATIONS ’ LISHED 81 82 83 84
DATA REQUIRED IN PILOT 1421314 1112131468112(3(40 112131%

CLEARING CORPORATIONS

1 MATCHED EQUITY TRADES

2  BQUITY ADJUSTMENTS

3 UNMATCHED EQUITY TRADES

4 MATCHED OPTION TRADES

5 OPTION ADJUSTMENTS

6 OPTION EXERCISE/ASSIGNMENTS

7  OPTION POSITIONS

* % % % % % %

EXCHANGES & NASD

8 NASD BROKER QUOTES
9 NASD EOD BROKER VOLUME

10 NASD BROKER QUOTE DROPS

11 BRCKER SYMBOL CROSS REFERENCE

>PrrH )

12 BROKER/SECURITY RELATIONSHIP

>

13 INSPECTIONS

2

14 REG T EXTENSIONS
15 COMPLAINTS ' -

16 SECURITIES VIOLATIONS/ =
PENDING ACTIONS ’

17 SALES PERSONNEL

)

18 BROKER/DEALER FOCUS

19 UNMATCHED OPTION TRADES -T"L ﬁ

20 OPTION MARKETMAKFR EQUITY *
TRADES & ORDERS

21 INQUIRY/INVESTIGATIONS _— l I l | -

¥ Data which is to be
provided for the
Pilot System

Discussions with SROs

|

Beginning of receipt of
information from SROs
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